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Abstract

Due to the increasing prevalence of internet use, analyzing trends in social media use has become
crucial due to its intrinsic connection with several ethical aspects. In this context, a scoping review was
conducted to globally analyze the ethical impact of publishing surgical procedures on social media.
After selection of 25 articles, 8 articles were eligible for review. The conclusions of the study showed
a lack of global ethical compliance among health care professionals in publishing surgical procedures
on social media, noting challenges such as profile fusion and inadequate exposure of sensitive
information. The urgent need for continuing ethical education and the importance of rigorous oversight
by professional associations are evident. It is concluded that stricter measures are essential to protect
the right to privacy and ensure compliance with medical ethics and privacy laws.
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Resumo

Etica na divulgacdo de cirurgia nas midias sociais: revisao de escopo

Com a crescente prevaléncia do uso da internet, a analise das tendéncias de utilizacdo das midias sociais
torna-se crucial devido a sua intrinseca ligacdo com diversos aspectos éticos. Nesse contexto, uma revi-
sao de escopo foi conduzida para analisar globalmente o impacto ético da divulgacdo em midias sociais
de procedimentos cirlrgicos. Apos a selecdo de 25 artigos, oito foram eleitos para a revisdo. As conclu-
sdes do estudo revelaram falta de conformidade ética global entre profissionais de satde na divulgacao
de procedimentos cirdrgicos nas midias sociais, com destaque para desafios como fusao de perfis e
exposicdo inadequada de informacdes sensiveis. A necessidade urgente de educacao ética continua e a
importancia de fiscalizagao rigorosa por entidades profissionais sdo evidentes. Conclui-se que medidas
mais severas sao essenciais para proteger o direito a privacidade e garantir conformidade com as leis
de ética médica e privacidade.

Palavras-chave: Etica. Etica médica. Midias sociais. Procedimentos cirtirgicos operatérios.

Resumen

Etica en la divulgacion de cirugia en las redes sociales: revision del alcance

Con el uso de internet, el analisis de las tendencias en el uso de las redes sociales se vuelve crucial
debido a su conexion intrinseca con varios aspectos éticos. Se realizé una revisidon de alcance para
analizar globalmente el impacto ético de la divulgacién en las redes sociales de los procedimientos qui-
rargicos. Seleccionados 25 articulos, se eligieron ocho para la revision. Las conclusiones revelaron una
falta de cumplimiento ético global entre los profesionales sanitarios en la difusién de los procedimientos
quirargicos en las redes sociales, con énfasis en desafios como la fusion de perfiles y la exposiciéon
inadecuada de informacién sensible. Se requiere una educacion ética continua y la importancia de una
supervision rigurosa por parte de las entidades profesionales. Se concluye que son esenciales medidas
mas estrictas para proteger el derecho a la privacidad y garantizar el cumplimiento de las leyes de la
ética médica y de la privacidad.
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Palabras clave: Etica. Etica médica. Medios de comunicacion sociales. Procedimientos
quirdrgicos operativos.
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The internet has arisen as a crucial tool
for health care professionals, facilitating the
dissemination of information to patients. A cross-
sectional research conducted in the United States
showed that between 23% and 31% of the health
care professionals reported using the internet
for more than 80% of their daily interactions
with patients®. This study also showed that 71%
of the professionals regularly use the internet
for professional updating purposes; in addition,
62% share specialized websites with patients,
reinforcing the value of the internet as a resource
both for continuing education of professionals
and informed engagement of patients in their
own health care’.

Another study, in China, sought to examine
internet access and use patterns and showed that
medical professionals are increasingly using new
media to access and retrieve different types of
information 2. However, they continue to attribute
a higher value to professional journals (p<0.01)
and traditional media (p<0.01). The online
questionnaire showed that 71.23% of the
participating physicians would share authorized
health information in their professional domain
and 47.66% would use their new accounts on
media to promote science?.

Due to the increasing prevalence of
internet use, analyzing trends in social media
use has become crucial, since it is intrinsically
connected with several ethical aspects. A cross-
sectional quantitative survey conducted in
Australia showed that most physicians employ
social media privately, and only 25.7% (n=187)
choose to completely avoid these platforms.
Although most do not express discomfort with
patients accessing their information online,
65.8% express hesitation to engage more deeply
in online social media and communication 3.
These findings underscore the complexity
of ethical and practical dynamics between
physicians and patients in the online context.

Notably, the benefits of using the internet
include improved communication with patients and
health care providers and enhanced professional
networking and development, in addition to its
contribution to public health care research and
service*. However, ethical issues are of paramount

importance, especially when patient-related
content is shared.

It is important to note that each surgical
association or society has its recommendations
regarding social media posts. According to the
American College of Physicians and the Federation
of State Medical Boards, maintaining trust in the
profession and in the doctor-patient relationship
requires that physicians always apply ethical
principles to preserve this bond, complying with
confidentiality, privacy and respect for individuals
in online communications?®.

The Society for Vascular Surgery recommends
posting only educational or informational images
and prohibits posting patient-related images
for entertainment purposes. It requests that
professionals ensure that the hospital, medical
group, or university permits the posting of
patient-related photos regardless of compliance
with the Health Insurance Portability and
Accountability Act (HIPAA) or patient consent.
And, finally, it stipulates respect for the HIPAA
principles of not posting clinical information and
ensuring that there is no identifiable patient
information in posts®.

To act safely on social media, health care
professionals must be aware of the guidelines
and recommendations released by national
or international associations in their field.
An example of this situation is the suggestions of
the United States Society of Neurointerventional
Surgery, which emphasize the need for
professionals to be transparent about their
intentions, always obtaining the necessary
permissions before starting online interactions.
In addition, they suggest that professionals be
aware that, when addressing topics pertinent
to their specialty on social media platforms,
both their personal reputation and the reputation
of the organization of which they are part may be,
directly or indirectly, subject to risks. Therefore,
it is imperative to carefully assess whether the
context in which information is shared requires
obtaining prior consent for publishing non-
identified data, seeking to ensure compliance
with applicable ethical and legal regulations”’.

Considering the importance of this subject,
this study aimed to describe the ethical
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implications in publishing surgical procedures on
social media, from a global perspective.

Method

Study type

This is a scoping review that followed the
methodology of the Joanna Briggs Institute?,
establishing five steps: 1) identification of the
research question; 2) identification of relevant
studies; 3) selection of studies; 4) data analysis;
and 5) grouping, synthesis and presentation
of data. The Preferred Reporting Items for
Systematic Reviews? protocol (PRISMA) was
also used.

Research question

The research question of this study was
developed according to the mnemonic
combination PCC?® (population: surgeons and/or
social media; concept: publishing surgical
procedures; and context: worldwide), and the
following guiding question was established:
what are the ethical implications related to
publishing surgical procedures on social media?

Search strategy

The bibliographic survey was conducted
between September 29 and October 11, 2022,
by searching the following databases: MEDLINE
(via PubMed), Scopus (via CAPES Portal) and Web
of Science (via CAPES Portal). The descriptors in
English (“ethics,” “social media,” “surgery”) were
obtained from the Medical Subject Headings
(MeSH) and associated by the Boolean operator
“and” through the following combination: “ethics
AND social media AND surgery,” in English.
All studies retrieved were imported and organized
on the Rayyan selection platform °,

» o«

Study eligibility criteria

Original studies published from 2016 to 2022
were included in the review. The year 2016 was
chosen because it represents the milestone of the
general data protection regulation in Europe .

Studies should include surgeons and social media
in their samples. Studies whose main objective was
not to answer the research question and studies
published before 2016 were excluded. In addition,
theses, dissertations, editorials, notes/letters to
the editor, opinion articles, guidelines, review
articles, and articles with no results were excluded
from the analysis.

Final selection

The searches were conducted between
September 29 and October 11, 2022. Four reviewers
independently screened the studies and selected
them based primarily on title and abstract.
Subsequently, the reviewers read the pre-selected
articles in full and independently, evaluating their
relevance to the research and compliance with the
inclusion criteria. Disagreements between the four
researchers were resolved with the intermediation
of a fifth researcher (professor).

Data extraction, data mapping,
and result summarization

For data extraction, we used a structured
instrument in Microsoft Excel that provided
the identification of the essential elements of
the studies, such as author, year of publication,
country, sample, objectives, results and conclusion.
In data analysis, the results were compiled
and communicated through a table with the
characteristics of the included studies so as to
present an overview of the material.

Ethical aspects

Ethical aspects and authorship rights were
respected and the authors of the works used
were referenced. Due to the bibliographic
nature of the research, ethical assessment was
not necessary.

Results

A total of 600 articles were found using the
built search strategy. Of these, 363 articles were
excluded for being duplicates and 212 articled
were excluded in the title and abstract reading
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phase. The 25 articles resulting from this selection were chosen for scoping review. The process is
were considered for full reading. Eight articles represented in Figure 1.

Figure 1. Flowchart of the process of selecting studies for scoping review

Identification of studies on databases

Studies included in the review
(n=8)

Included

Chart 1 shows the distribution of studies procedures on social media. Of these, most (n=3)
according to study author, year of publication, focused on plastic surgery as the surgical specialty
country, sample, objectives, results and conclusion.  highlighted. Health care professionals constitute
Eight articles addressed the subject of the ethical just one example of how the digital age has
impact associated with publishing surgical transformed the global business landscape.

Research ,/J

Rev. bioét. 2025; 33: e3788EN  1-12 http://dx.doi.org/10.1590/1983-803420253788EN




a scoping review

1a:

Ethics in publishing surgery on social med

*Sanuyuod

yaleasay

‘pa1e20ApE Sem

sjuapisas A1a3.ans onised Agq uone|n3ai-J|as pue asn
9elidoidde pue panuguod pue sjuapisal A13ans
onse|d 4oy pasodoad a1am sauldping eipaw |e|oos

‘papaau S SaUSP! SUI|UO ,SJUSPISDI

93 JO Ssaualeme Jay3iH "SSALI3UIP wisijeuolssajold
paysijgnd paje|olA jjey Ajorewixoldde ‘sjsidojoan se
%00(3284 U0 SIA[9SWSY] paylpuspl oym asoyl JO
*JUSU0D [BUOISSD)04d-UOU PaJIoyIne-}|3s paulejuod
s9|yo.d sy3 Jo Jsow pue }oogsde4 uo sjyo.d o1qnd
e pey Aduspisau ul sajenpess Jusdal ayj JO ISO|

‘sjusnjed Jiayj pue

SU093.4Ns U9IMID( SISIXD Jey] JOBIIUOD |eI0S U} 9)L[OIA
0] J0u se 0s a1enbape s| Juajuod s|qe|ieAe ApIignd jeyy
SAneJadwl S 3| JUSIUOD SY3 JOJIUOW O BIPSW [BID0S
3uissadoe Ajpuinou Jo Ajjiqisuodsal syl aAey pinoys
Jaquisw wes) pajeusisap e Quajuod suljuo Jivy}
Suriojiuow jou s uoadins sy} J| s3sod eipsw [e120s
Jeuoissajoid pue [euosiad J1sy3 J0jIUOW O) UOS3INS

42es 10J S| UOLepuUSWWI0IDL Y| “Aj9ieIpawl SUnodde
BIPSW |B120S JI9Y} WOJ) JUSIUOD Jey) SA0WSJ pjnoys
u0a34ns Jey3 ‘Ajjua.ind a|qe|ieAe pue paAe|dsip Jusjuod
9jedoaddeul sey uoadins e | ‘saded eipsw [e100S

J1I9Y3} UO JUU0d pajuemun Jo Sunsod sy} wouy uoadins
3y3 Sundaj0.d JO suesw e s| sajeusisap uoagins sy}
950Uj3 03 AjuO 3|qISS920e pue S)eAld SJUNOII. 953U}
3unje|n s3unodde elpawl |e1dos |euolssajoud pue jeuossad
uo pajsod Juaju0d J0J AJjIqIsuodsal axe) pjnoys
SJUNODJJE SGNLNOA PUB 4S1IM] 00dae4 3uisn suoa3ing

uoIsnpuo)

‘Juaped ay} Jo
93ew| ue pey %z1°0 ‘sojoyd
aALeIdoeIIUl PaUIRIUOD %t

Ajjeanoeud ‘sysod 90g |e303
U2Iym ‘weudejsu| uo unodde
9AIOe Ue aAeY %T ¢ ‘swesdoud
Aouapisas A1a3ans oyseld Suowy

*JUSJU0D [euolissajold

-Uou 311|dxa pey %z pue
JUSJU0D |euUOISSaj0Id-UoU
leguajod pey %0p ‘pazAjeue
sjunodde sy3 uowy

*J9UJ3jUl BY3 UO JUSIUOD JO
9dA} swos pey oym sjdwes ay}
ul SU033.NS || JO %G'S Ul punoy

SEeM JUJU0D |euolssajoid-UuoN
'SJUN0J2e 3N NOA |euolssajoud
pey %1 pue ‘sJunodde ujpayul]
Jeuolssajoud pey %9¢ ‘syunodde
JanIM| [euoissajoud pey % T
‘5JUN0J2JE %003k |euoissajoid
pey %1¢ ‘s30|q |euoissajold

pey %t ‘s931sgam [euolissajold
pey %¢g8 ‘suoadins syl Suowy

sj)nsay

*A1934ns opse|d

10 swea3doud Aduapisau

pue sjuapisal Aq

e|paw |e120S JO 3sn oy
sapiunjioddo auojdxs pue
‘asn a3elidoidde uoy
saul|apIng |esauad spiroad
‘weJ3elsu] eln elpaw
|e100s patosuods-Aduspisal
JO 3sn sy} az14a30e4eYy)

sjuapisas A3ojoun Jo
SjuUnod2e %00gaded d1gnd
uo Jua3uU0d |euoissajold

-uou azi3dRIRYD

suoa3uns oipadoyrio
Aq s3s0d suljuo MaIASY

SaAIRIqO

suoa3.uns ause|d
JO 9)IsGaM
J1Wwapedy

Jo pJeog
uedlIBWY 3y}
YHM paJa3si8al
sweJ3oud
A193.ns opsed
pajes3aqul £9

)00ga2e4
uo ssjyoud
3s130j0un 18T

suoagins
slpadoyiio 1Z0‘T

a|dwes

+8T0C

DM SUIADIS
‘rfa pinoo ‘vv
Je emepuey)

vsn

e LT0T
vsn "v3 Asjwion
‘Z 03214 ‘) 00)

aL10C
vsn <4 20[|IH
‘L1ed

Anyuno) Jeah Loyny

UuoISN|ouUol pue s}insaJ pue m®>_..—u®.30 Fw_n:.cmm ‘AJ3unod FF._O_..—mu__mﬂ:ﬁ JO Jeah ‘loyine o} wc__u‘_Ouum S9|d1Je Jo uoyeziialoeley) "1 ey

1-12

Rev. bioét. 2025; 33: e3788EN

=
L
oo}
o
~
o
Lo
N
o
o~
~r
o™
o
P
o™
[eo]
o~
=3
D
o
o~
Yo}
=
o
=
—
o
_
o
o
S
x
=
=
(=%
—
=
=




a scoping review

1a:

Ethics in publishing surgery on social med

sanupuod

‘3ulieys |eaipaw ul

$9|NJ [e21Y19 3y3 ym Ajdwiod Ajjny Jou op sandea|jod
J19Y3 18y} aA3119q Apnis ayj ul pajeddijed oym
SU0934ns Je|nNJseAolp.Ied auy3 Jo JjeH ‘ysiy ausm
SU0934Ns Je|nNJSeAOIp.Ied 10 S93el 3Sh eIpaw |e120S

*JU9SUOD paw.Iojul

JO UOLBILLISA OU SABY pUE $3INP3ad04d |edlpaw
3ujo81apun sjusned Jo sadew| ulejuod jey3 SOspIA
|euon}onJisul pajualio-ueidisAyd aAey elpaw |B120S

*JUSSUOD PSWIOJUI YHM

‘a1emyos pajdajoad ul ‘sasodand aynualds do/pue
J1wapede 1oy Ajuo passadoud aq pjnoys ejep

JusLjed "SJUSPISSJ UO SND0J B UM ‘UoLjesnpa so1yld
|eaipaw aj0wo.ad pjnoys suonniysul a.1ed yjjesH
*sdno.3 ||e 10j MO| SeM S|020304d pue s3|nJ ‘sme|
Ajllequapyuod Jo 33pajmouy| ‘sSuoa3.ns Juelsisse pue
s9jenpe.sd 0} pajedwod eIpswl |BI20S UO UOLewLIojUl
juaned aieys 03 A[9y1| 1SOW SY3 SI9M SJUSPISIY

uoisnpuo)

‘Adeanid pue uonasjoud
ejep |euos.ad jo ss|dipurd ay3 Jo
UOLe|OIA MES WY} JO %8°9T pue

‘S9INJ [e21Y3 Yyum Ajdwiod jou

pIp sjuedidied sy 4o % TS
£90U0 J5e9) Je eIpawl [el20s Uo
S2US|OIA [eqJSA 0} Pasodxs usaq
pey Asuy pies 9%/ 6 ‘uonnjjod
uonew.iojul sajesauss elpawl
|e1os y3nouyz Sujwiojul yeyy
aA3l[2q suedioed sy Jo %608
‘Ayd1ignd ueisAyd aseauoul
BIPSW [e130S Je) Julyl %6°L8
‘uenisAyd sy} yum uoLesuNwuod
Jusned 91ey|1oe) eIpSW |e1d0s 1eyl
AU %L ‘sjuedidipied sy JO

"09pIA paysiiqnd

3Y3 JO SNJe3s JUaSU0D Sy

AJlie[d 03 papuajul |lews ay3 0}
papuodsal sueisAyd 9a4y3 Ajuo
‘so3ewl Juajed s|geynuapl
Alleusiod pamoys (T/€2) %95
‘9say} JO "sn3ejs Jusasuod
(2leulwiaspul, yym syuaned
JO sa8ew| |eas paulejuod eyl
SO9PIA T paulwexa Apnis sy

*Su033.ns Juelsisse

10} %¢CC pue Sjuspisal 10j %ST
SeM eIpaW [B120S JO 3sN Jajes uo
s|euoissajo.d a4ed yyjesy sping o}
5]02030.d JO SSSUIEMY ‘SUOIZINS
JUBISISSEe 3Y3 JO %29 pue sjuspisal
33 JO %08 ‘se3enpe.s ay3 JO %69
0} uMmouyun a1aMm sapijod
uoneAsasasd Ajjeruspyuo)
'SuU093.Ns JUeISISSe SY3 JO %ZE pue
SJUSPISaL B3 JO %498 ‘sarenpeld
33 JO %€£S Aq elpswi |e1d0s uo
paJeys sem uoeulojul Jusyed

sj)nsay

*saAadsiad Suipuodsaliod
J13Y3 pue sjsijerdads
A193.ns JejnasenolpJed
Suowe asn ejpawl

|B120S SSa5SY

‘elpaw |e120s Uo
03pIA 3Y3 350d 03 JUBSUOD
pawiioyul Jo a3uasaid ayy

uonusw pjnom syusned
|aJ Ul uoJasul J333y3ed
SNOUSA |BJ43U3) JO saSew]
Suluieuod agniNoA uo
SO3pIA [BUOLINIISUI

JO UOI33s Wopuel e
Jaylaym Suiuiwisiaq

‘Sme| pue

S9|NJ Ajljeruapyuod

Jo 98pa|mouy] 1Y) se

|I9M se ‘3umas |ed134ns
ay3 ul jusyed ay3 Jo

elep |eljuapyuod eipaw
|B120S UO a4eys 0} Ajay|
Jsow dnou3 ayj ‘suoadins
jue)sisse pue sjuapIsal
‘sojenpe.d Suowe ‘Ajpuap|

SaAIRIqO

suoagins
JejnasenolpJed /T

agnInoA
Wio.) SO3PIA
[euondN3Sul
wopuels T

suoa3uns
juejsisse €6 pue
SjuaplIsal TG
‘sajenpe.d
|e3Ipawi ¢
‘S[eNpIAIpUl 96T

a|dwes

n120C

SN Serieuep
4 n|Z013a315
‘H J195ueH

‘3 3eqny
44mzQ

‘A Jeseg

Aayany

91020C

Y uipjuesd

‘r suljjod

‘gQ Jouuo),0
d Asuuaig
DoUIeDN
‘f UBAIINS,O

(sospia Ajuo
ys1j3u3)
9|gedidde
10N

1 8T0C
"y 1uos||0)
‘va eA|is yue4

lizeJg

Anuno) Jeah Loyny

uoLenNuURUO) T J1eYD

yoaJeasay

=
(W}
0
o
~
[3e]
Lo
N
o
o~
~r
o
o
P
o™
[eo]
o~
oy
D
o
o~
Te)
b
o
=
—
o
_
=)
o
S
x
=2
=
o
—
=
=

1-12

Rev. bioét. 2025; 33: e3788EN




a scoping review

1a:

Ethics in publishing surgery on social med

yaleasay

"eIpaW [BI20S UO S92130e.d 9ALI9YS pue ‘9)es ‘|ed1yld
aJow a1epN|e diay 1M S1y3 1ey3 309dxs sioyine ay L
'suoa3ins Aq padeuew sjunodde Jo adAl ay3 Aq
pasuanjjul 9q ued YdIym ‘9sn eipawl [e120s punoJe
$21Y19 U0 SM3IA JUS3I9AIP S1Y311y31y ydeasad siyL

‘uoeanpa a1 jqnd pue
jJuawadesua jualjed Joj Ajlunjioddo ayj a3esan)
pue SySLI 8y} YHM [eap 03 SaA[asWway} dinba jsnwi

suoagins ouse|d o13aY3say ‘pasealoul sey suoasins uo
BIPaW [B120S pUE }2UJ3jul 3Y3 JO dUIN|UI pue asn ay |

uoisnpuo)

"(%TC 'SA %SL)

SO9pIA aAljesadoesjul/2inpadold
1s0d 03 [ea1y3s J0u SI 3 Jey)
9AB1[3q 03 PUB (%6C SA %G L)
eIpaw |e1dos ysnouyy syuayed
yum saunpadoud ssnasip 03 [ealyla
j0U s131 18] 9A31|aq 03 Aj23jl| 210w
PaWaas Junodde |euolssajold

OU d9ABY OYM SU0S34NS “pauljoul
Ajleaiwspede si s)Jomisu sy}

uo paysijignd Juajuod ay3 Jo

%0T AlUO *(%£€) wiopeld
paJtaja4d Y3 sem weide)suj ‘sasn
|euoissajoud pue jeuossad yioq
J0J JUNOd2e eIpaW [e120s 3|3uls

e pey %€ ‘sjuedpiied sy JO
'%Z T Sem a3eu asuodsal ay |

"1oedwi aAle3au pajiodal %1 9 pue
‘pedw ou paARIad %Z 1T
‘o1eud Jivy) uo pedwi poo3d

€ pey asn BIpawl |e120S pue 318uJajul
ey} pauido 9%/ °zg ‘elpaw |e1os uo
SaW02)IN0 aApesadolsod Jo A1adins
0} pajeja4 sojoyd pajsod %/9
(100> d) 6T0Z U1 %L°6 03
Allenjuans pue /T0Z Ul %0°€T 0}
¥10C Ul %6°T¢ WO} pasealdsp
BIpSW [BID0S pUE J2UISIUI Y3}

wouy |ersajew A1a3ins oyseld

JO |eAowiaJ 9y3 Joddns pjnom

OYM Sjuapuodsal Jo Jaquinu ay |
"(T00°0>d) 6T0C Ul %€°59 03 Ajjeuy
pue £10¢ Ul %S5°9S 03 #10¢ Ul %E°8¢
W04} PaseaJou] suoLeydadxs
J13SI|ES4UN UJ P3INS3J BIPaW [e1d0S
puE J2uJ3ul 3Y3 Jey} pauido oym
sjuspuodsal Jo a3ejuadiad ay |
'(T00°0>d) 6T0OC Ul %t'SE pue £10C
Ul %0°¢ 03 #10¢C Ul %/ 19 Woly
paulap syusned Joj uorjewiojul
J3139q 0} pes| e|pawl [el20s pue
19uJa)ul 3Y3 Jey} pauido oym
sjuspuodsal Jo a3ejuadiad ay |

S}|nsay

'suoa3uns oyse|d ueipeue)
Suowe asn elpaw |e20s ul
SpuUaJ3 JUSLIND SUIWISIRQ

*21ul[2 33eAld

e ul pa}inudaJ suoadins
onpse|d jo saapdadsiad
33 JO UOLIN|OAS JedA
-9AY 3Y3 Ju3saUd

S9AIRIqO

suoaduns oyse|d
J119Yisae pue
J1WSpedy

suoa8ins
oyseld 9

61¢C0C

“'SIN oulpae[ID

epeue) ‘a JHwwez
‘A U0J20YD

‘0 euepeynog

g1 1C0C

“'d uspaH

‘SHA AeL

m oJinwiajuoin

uspams

A1iyuno) Jealh Loyiny

uoenuRUO) T 1LY

1-12

Rev. bioét. 2025; 33: e3788EN

=
L
oo}
o
~
o
Lo
N
o
o~
~r
o™
o
P
o™
[eo]
o~
=3
D
o
o~
Yo}
=
o
=
—
o
_
o
o
S
x
=
=
(=%
—
=
=




Research J

Ethics in publishing surgery on social media: a scoping review

Chart 1 shows a complex variety of results, since
the studies were conducted in different countries.
A critical analysis notes the lack of knowledge of
confidentiality preservation policies in Brazil
and the fusion between professional and personal
profiles in social networks *°. This can result both
in an inadequate evaluation of the professional
by the patient and improper posting without
considering the patient’s image rights. In addition,
patient photo sharing on profiles proves a common
practice, as demonstrated by the result that 67%
of the plastic surgeons posted surgery-related
photos on social media 8.

However, the results of this research showed that,
even with the attempted regulation by the Health
Insurance Portability and Accountability Act (HIPAA)
or the individual directives of surgery associations,
ethical rules are not always respected 124,

Consistently with these recommendations,
a recent study in Canada concluded that only
10% of the content published by plastic surgeons
on social networks was academically inclined,
and 37% of them had a single account for personal
and professional use .

Discussion

The findings of this research show the
complexity inherent in the management of digital
presence in the surgical setting, emphasizing the
crucial importance of constant ethical education,
the implementation of precise guidelines,
and effective self-regulation as strategies to face
the ethical dilemmas associated with the use of
social networks in medicine.

Although 2016 was marked by the approval
of the General Regulation on Data Protection
in Europe !, the principle of respect for privacy
and confidentiality predates this framework,
as it is addressed in the Universal Declaration on
Bioethics and Human Rights of the United Nations
Educational, Scientific and Cultural Organization
(UNESCO), emphasizing the protection and
confidentiality of information and privacy
of individuals 2.

However, social networks still have several
cases that violate the bioethical principle of

non-maleficence, as reported in a study in
Brazil that aimed at examining the Facebook
exposure of patient images by physicians and
dental surgeons. The study found confidentiality
and/or privacy breach situations and,
in addition, several photos exposed vulnerable
people unable to autonomously decide on the
use of their images, as in the cases of children
being exposed?'. In addition to the breach
of basic ethical rights, this situation conflicts
with the Brazilian Guidelines of the Code of
Medical Ethics, whose chapter IX emphasizes
that physicians are prohibited from referring to
identifiable clinical cases 2222,

Moreover, recently, the Federal Council of
Medicine (CFM) Resolution No. 2,336/2023,
which regulates medical publicity, has been
updated. The standard maintains as its main
objectives the prevention of sensationalism,
self-promotion and commodification of the
medical practice, avoiding abuses in advertising
messages that may lead to ethical-disciplinary
and judicial processes?. At the same time,
the changes introduced provide greater
flexibility and detailed guidelines, aligning the
regulation with contemporary practices and
promoting a balance between professional ethics
and transparency in medical communication.
For example, while the previous regulation
expressly prohibited the use of patient images,
the new text allows their use for educational
purposes, provided they are supplemented
with information on therapeutic indications,
possible complications and factors that may
negatively influence the outcomes, always
respecting patient anonymity and privacy 2.
Despite the existing updates and legislation,
it is noted that the factors for ethical abuse and
non-compliance situations still occurring include
insufficient inspection and deficient application
of appropriate punishments to professionals
who violate the rules in force.

It is noted that the ethical duty in relation
to social media is not restricted to medical
professionals. The Code of Dental Ethics, in
its article 44, items | and XllI, establishes that
publicity and misleading, abusive advertising,
including with expressions or images of
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before and after, and exposing advertising
devices to the lay public in order to obtain
customers, especially the use of images and/or
expressions before, during and after, related
to dental procedures, is an ethical infraction 4.
Unfortunately, cases that transgress these rules
are common on social media. A 2018 study
that analyzed 102 pages of the social network
Facebook reported that 76.5% had no mandatory
items in communication and publication, such as
name and registration number of the technician
in charge. In addition, 31.4% of the pages
displayed “before and after” images ?°. A similar
article that analyzed 50 dental surgeon profiles/
pages on the same platform found 82% of
imprudence in relation to the Code of Ethics %.
These situations are concerning and constitute
a major challenge for the Regional Councils of
Dentistry and for the field of health as a whole.

The misuse of social networks by health
professionals is not an exclusive problem of
Brazil. Despite different legislations, the use of
patient images and interaction with patients on
social media in the US requires full adherence
to HIPAA, with suggestions to maintain private
and personal accounts separate on social media,
minimal online interactions with patients,
and familiarity with hospital policies for social
media??®, The American College of Surgeons
emphasizes the importance of not blurring the
boundaries between professional and personal
relationships with patients, discouraging
acceptance of “friend” requests on Facebook®,
for example. To this end, it recommends the use
of separate professional and personal accounts
and profiles .

In Canada, the Canadian Medical Protective
Association, a mutual medical defense
organization for Canadian physicians that also
promotes patient safety and compensates
patients harmed by neglectful care, notes that
physicians should remember that social media
are not appropriate for private conversations;
in addition, it advises physicians to establish clear
boundaries between professional and personal
social media use .

In European Union (EU) countries, the European
Ethical Principles for Digital Health are organized

around four principles that go beyond safety and
interoperability requirements. These pronciples
notably include the need to base digital health
on humanistic values, always prioritizing quality
information for individuals3!. These principles
provide guidelines for ethical and responsible
development, implementation and use of
digital health technologies, ensuring that such
technologies are beneficial to patients, health
care professionals and society as a whole.
They reflect the European Union’s core values in
relation to human dignity, freedom, democracy,
equality, the rule of law, and respect for
human rights.

In addition, the right to privacy or private life in
Europe is guaranteed in the Universal Declaration
of Human Rights, the European Convention on
Human Rights, and the Charter of Fundamental
Rights of the European Union, in addition to
the General Data Protection Regulation, which
provides for protection of any information
related to persons, including names, dates of
birth, photographs, videos, email addresses,
and telephone numbers, which was created
in 2016 and put into force throughout the EU
in 201832, Despite being the birthplace of the
Brazilian Data Protection Law (LGPD), the laws are
still violated, as shown by Montemurro, Tay and
Heden 8 in a Swedish study that sought to present
the five-year evolution of the perspectives of
plastic surgeons recruited in a private clinic.
The results showed that 67% of the 462 plastic
surgeons posted photos related to surgery or
postoperative outcomes on social media.

Finally, it is imperative to recognize that,
although social networks have been deeply
integrated into the fabric of modern life, being
consolidated as pillars of communication in
the current era, the State—through specific
legislation—and professional associations—
through codes of ethics and regulations—
are responsible for safeguarding individuals
against the dissemination of images that infringe
the fundamental right to privacy?. In this context,
it is essential that there is rigorous oversight,
enhanced scrutiny by the competent authorities,
and the imposition of precise sanctions to prevent
violations of the Brazilian Data Protection Law,
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ensuring that the ethical principles governing
citizens’ rights are fully observed and that
offenders are properly held accountable.

Final considerations

In this study, the ethical challenges posed by
the publishing of surgical procedures on social
media were thoroughly explored, noting plastic
surgery as a concern. The data show a concerning
practice of sharing patient images, often without
due respect for privacy and confidentiality;
this practice not only compromises fundamental
patient rights, but also challenges the ethical
principles of medicine. The prevalence of such
behaviors—even despite strict regulations
such as the General Data Protection Regulation
in Europe and the Code of Medical Ethics in
Brazil—indicates a significant gap between
existing legislation and actual practice in social
network use by health care professionals.
The fusion of personal and professional
profiles and the inadequate comprehension of

confidentiality policies are issues that require
immediate attention, both for protection of
the individuals involved and for maintenance of
professional integrity.

Therefore, it is necessary to establish a
stronger commitment to continuing ethical
education, the development of clear and specific
guidelines, and the implementation of effective
self-regulation and oversight measures. These
strategies should be prioritized to ensure
that social media use by health care professionals
is conducted in an ethical manner, respecting
patient rights and preserving trust in the physician-
patient relationship. In addition, collaboration
between professional associations, regulatory
agencies and the wider community is necessary to
foster a culture of digital responsibility, in which
patient dignity and privacy are uncompromisingly
protected. This study reinforces the need for
a multidisciplinary approach to the ethical
complexities of digital health care, fostering
continuing dialog among all stakeholders to
develop practical and sustainable solutions that
align medical practice with core ethical values.
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